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btc* ? 5/ a >SW!FF-*»lEttW 4 C <!: "C, ffiSBS 
BUlB^**i-fe visa >«8*f£Jg£LTj£«*g*0. 

mmttzmm i raw^-A. 

[M««5] ifiB-9— tttt0*»K*fU «8 
OTe*BK*8Wft*7 9 -fe XfiisSJiSitiffB* iMff L . 

•rU 

«ufBJS^*> 6 i?uiB$liSfc:*t-f -a fcHllc . 

we«ki©«»t * tmmtmwtimtfDmftgckr 

g#£ms o . zom.tfm±7 9 * xmmwm&m 
TfiOToatet*. mm% *9-> \- ®£mt bxmm 
m. 'j9v_ h gwiattgtcass c i«$*£-r$iiw»3i 

liEiS©-*-;*. 
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HotBffiiitS n/cTc pffiK%^uTfriB«**6friea 

a. HulBBg-^jim^S-CBi^fbLrmilBIS^Ki^mL. 
MlB^StC<tOfilS$nfcTC PSa**^LTiWB«« 

Bt^b$ titcu&mmzgmbxmffiw&m^mx-m 
mtbtc®, mi5^mm^mxv§mtbxmum^ 
m®tzctz%f®ttz>®*m 1 fia»©-*-;<. 

it-^tcM u-t t c p mmmxzm u 

[»«3I9 3 HtrlB«S^«. mfgBTCPJfi^±-C(OBiifB 
•?-^£©jHi£. frlBtf->'^6HTTP';i'XX h 
i?fB-?-^HTTPUXjJ<>X£iiSfrr* 
20 Ct(cj;gtT&5C££#&<bTSit^8iBi&©® • 

Ho 

[ff*S 1 0 ] ttlftlSKt Web ?-^*y a -;u 

6HTTP Vi'XX h^ilL-THTTPUX^OX^ 

try f- ^rSIf 1/ /cRglitirfBi*-— ^^CCS* UTTCP 
**aSfllU"CTCP«»*W4l/. ^©TCPSiUJi-C 
30 ffiZV-'Vl>hHTlP<) 9 XX Y^febXmiZW e 
b-t-xiCV&tb* H?gBWeb^-A^e>HTTPlxX 
^>X^Sff LtBffiBlJ--^'(cMfBT C PS^±-CKM 
r«Ci*1»»ir4ll*3I8l5«l<D«B. 

inim 1 1 ] fre4RB». mnD--^h^ •> ^ a 
>mifr*ft^cm&m*'j92±z%fib-tcm£, m 

C P JlStbT-wifa-fe 5 3 ^BUJII-^^-^Jcafi b . 

iJSTCPaaiiitftifttt. friBTCPSM±-cmiB^- 
*zmmmmmmz^^mbxmtz%mp!ic&ftbx 

fct. «flB*b*:Ti'-fe^H[BH«!1f«*im-J-Ja«J:»)S 

int&a 1 3 ] fijiB^ii. mzvsmttsj: zr$m 

50 [»*3H14] l»eftS«. '<BEW8*lftHrS 




ggSE UTiES-C* S C £ £ US L?d£fclii9ieBi£ UcT 
c p««Lt wbis^sk <fc 0 BpHtUT ft ^ c £ £ 

is® £ -r zmxm 8 tai£©&g2„ 

t> 1 o©®g£ . A > * -* v v v&mmttfru < £ 
birxDmLtomomm*. o^-^^ncg^s io 

ma*- /<tii»E«**> ^ariaiifstttt-f zm&mxv 

fcif£. HiflB^-^'Cc^bTTCPg^H^^fiO. 

C*lKJ:»JTCPJgtt*5fcfiU 20 
WlB?-'<«. fWETCPSSKttSH*. *©TCP«tt 
±TfM*£fKBM©lffl©a{l*fB8-rac ££*# 

^£-r-5fflftv'^f-A 0 

[M$3 i 6 ] irejfi*ia«fs^-^{c*f utss i d 

«s«:*fr4eass!c4tTi>. 
s^^-^»^^*£fri3«aoiaicDiie4«3i-r4 

Btc , ffl BiS**> 6©HTTPy>ixh fclifiEtSSfr 
6§S6ftfcTC PS*LJb«:|£au 

iflB^Htt^l 3 ftfcfJKH T T P !/ * I * I- L, 30 
■C. *ftKjW«HTTPU^>J«>^*HIBTCP»|| 

±-ctirf2iJ--;W£;£u 

miy-'umn t t p u^5io^^*^^-r-5 c 

£*»»£■*-*«#« 1 5fB*g©afr>*rA 0 
[8**5 1 7 ] frKtf-><tt. 4>ft < £ *> 1 

*6^©(sa«#*s«-r*c£#-c* v msmtfr 

*r? H e J: 0 ftKOStcaft] 0 . 

buib&2S«. B«iBif-^'^6-b9^3>i^ij^ifofc 40 

TCPSHteMEftU *©«ftLfcTCP««±rttfE 
*»^«>W»**w<tcJjMIU BUIBTC PSJ^FS 
ffifttt. «nETCP8a»Jb-CUffi-!?--^£afi?l/. 

TTCP«tt*MfflL. mlBTCPSSyirBljIB^g^ 
6£aSft4fc»^a>SK&?-*£mU jtofBTCPg 

i^ccButBSds tifc-ir ^ ~> a ymitf-zttfcm ztt 

V, WE«**»8©tW»©ft»S««:»0-ca»©TC so 
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P«tt*#**tl6ttW. 

BgJ-*-'<tt. BljIB^*^-fe » 5^ 3 >iS»£f§;lt,T 

$t#©t c psatJ:Ti9iaa**6©am%(g»r* c 
a»tf 9 c £^^£-rsti*s 1 stai^am^x^ 

s^Kia^T * -fe x ^ra^ia^r siB«t#g%a*. . 

ISSBttSa. *©**7*fe*«BS*!tiWRS:£rat,T 

(c*&7 * ■te*a«l*aftl '<» > K DfWIMTB! 
U 

USB* - '< tt. m&i%m> h MsEWctt? seas* 

^ws8jaJWt9«#m-rjaJt8J!UT©»^tt. waeafti^^ 

SC£^!|#ffi£TrSf**^l 5IBtg©aft^Xf A c 

i»3»b i 9 ] iri&wtis. 
a{i ; &Bt#{bfc < j;ow{b-rsfif^a(t^©^fii 

it. 

fifaffi*^. •9--^>'iEBjs^^aEt-s^m£am : S:Bi^ 

<b*iJ:CJ t a^br4if^jifi#S£*«it. 
Uffi-^-^li. Meia5K£IJiE«SI©lffl-C^f»«%|g 

air sb. TO«rc»*ie*-<»<ra«ai*u 
mtaffi^tt. frffif--^£fKaftit«©jism j fe. i5E^ 

Botam^tt. ije*-^£iHWiia©2ise%. ktsbsi 
tLt toft T c PS«rm#ffim#a«c <fc 0 ag^fb l/Ttf 

HofB^-^'tt. «B«4Sti*:TCP«»*^-l/TltB 

* 6 ag#{b $ n^mttffi^sm ur futaBg^afi^m 
Ma*- liuiB&SiK: «fc •) «tfl[S T c p s»« 




e*©«tS'*f'A. 

-^mwmzizM. b nmv$> z>tt zmw. uc&k eg 
ane&ntJ. BirfBV-^^tff^©^^ huib-^ 

-^'iiEBJ# ; &^iiEUTiE^i-C*€.Ci^5liSL^{CB5i 
fEUSf #Sg£ LfcT C Pg^tTBf^Mfl^gtC J: 9 Bf 
-sHburm>. 

SI3-9--/<tt. USH«»cJ:»)Hi4S*ifcTCPSgtt% 20 

b xmnffi&> h m&m^m-mmmmm? & £ 
a. mens* 6Bt#<bs tvftmm nz%m o tub 

itbrnrnmstcm^b. 

BiflB^-^li, mummer o US 3 fttc t c p 
Bf^aft^S-cjS-^bLfc^ lUfBBI-^iim^g-cBf-^ 

EDW^HI^*?^. 30 
[BB3R312 13 ^>^-*-yh^3hm<i 
1 o©Hg <b . fcg&njffi&4>& < t 

$8t©f&8K:*fu tt8&(ciU$7?-k:%B$iiii«e&-r 
mews* i oaso Afr ? h £gft t i «■ «, a 

&7^X^J*gmB#M?g§rU ffE&gJ!»e>Sfl2 40 

mama* h m&aemt -> tdm. . 

*E*»©*»7 * •fe*B*ffll& SUBSMt ©ftWTOEJH 
BT©^OT©*£tt«lE* 1 SWd 2 ©gft p<» ? h 

©$s& Kjxwm ^Tv n Mwai»tcaq . 

^stm s T C PS0tS**SIE U 
TCPSfclifiatt* mUBTCPS^r-mflB^iff so 
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m i/ . p ism i ©» &*$•» h oa<taBttiwa» 2 © 

a*P £t»y h© jjf§iaffl<b o*< . 

«K«BttTcpa«3Wiia. maTCPsajLhrir 

[tt*«2 3] -<>*-* » htC«i&3ttfc4>&< i 

t> 1 ^©nni . -f > * - * v b icmmmtt'j>tj; < t 
«> 1 ^©ss*i©ra©aft*. 9 Ftcstts 

ME?-'<«. iHfc©tt8tc#U 8HWHc*»7*-fe 
IfflBtt&tt. WE*-'<K» 1 SC;m 2 ©g forCg 2 h 

*«HW{c2i«3 , uib0 1 ©a^a/^ „ h ©jMftn»!« 
BtrtB^ 2 ©a^n £i» ? h oggaw J:'o *>s< . 
irgB-t-^tt, ^i§#>6sn 1 r^2 ©a^o ^'» » h & 
%mb, mums** *>n 1 ©a*n '<» y h ^^ft btc t 

* fcS^T i' -fe ^lesOSSM l , % 2 ©a*n 

r. 

iT£flHB«. iilBf--^^ 6g»g ^^ 2 b ^Sff 0 

HirlB1f-''<tC^LTTCPgi^SSc?:jifiU. 
ItrfB^-^B. iflB^g*£lil2±^j£;§L-Cl5IB^ 

&#> *>m§&y--'^mm 3 n?tT c pm&mm%m 

we^-^tt. WETCPasttAqtaa. -e©TcP8 
i^JbrmriBS* <bMiBiss©ra©afi*issiT-5 c <t * 

[ 11^ 2 4] A iJtg Ajrgg?: . M^g 1 % 

^0 7©^rn^-oxB2 1 ici£|g©if-^'i urtti 

[ H#3i 2 5] 7* P ^7 A <ij#&&$|g£ . fS*« 8 & 

1 4©l»rti*-oXtt2 2«:|E«{©«Si 
ft3tf£fc#>©7'n^7A e 

[11^12 6] ll*I2 4X«2 5K:Btt©^oy5 
A*E» O fcn > b* » - ^*IS{ 0 pTttttBINK^. 
[^©Iftffl&ittW] 
[0 00 1] 




■Saft^X^AKWT&. 
[0002] 

m*<D&ffi] mmZfflt>?> Network Ad 

dress Trans! ationtitE (feTF TNATj t$Ft, ) £ 
/cBNetwork Address Fbrt Translation^ (Jj(T TN 
APTJ tm. ) Zmt&tZJl-tlCj: <0 U-tUli- 
V7*v (JUT TLANj <b*fcT„ ) t4^$ 

-*» httmrzctifi-i&itLx^z. 10 
[0003] hKagustifcttaM-cafflr 

;H P7KU*#ttJflS*l&. — #T. -f>*-*»h 

K&ttS hStt&tt©ftJtfc J: 0 1 p 7 F u 

i^^Stitti>ll«rt^«BrtOLAN«:*»t>-ctt. 
RFC 1 9 1 8«§h/i:LANrtt0^-lft77 
h I P7 Kl/XiWWSniCi^u. V=?A 
h I P7Fuxtt-f>*-*? b±«cfc(,»T-;KW 

ft7 Kl/*"Cftlr»fc©, -€-CD*$r»77-Y^.- h I P 20 
7 Fl/**JSo«gtt4:/*-* rCCftftStlfcffiS 
ia#*ff^Ct*T*«tt>. NAT£fc»NAPT« 
ilttC©HH*JBfcU 7^-HP7FU«H 

o ar 6 ftfc«B# a > $ - * v v g*-cam%if ft it 
F u*©fflsg»a«*ii«-i-s. 

[0004] felTC. N A T®fg©ttifi#£0 8 ©a<I 
S'-fr^XHKiBo-CBMIlTS. LAN 7 1 ltt;U-£ 
7 0 3*7>l/r r7 1 2 *CffiR;SftTt» 
4. «g701ttLAN7 1 l(c8a«3*l, 0 30 

2«4>*-*? H7 12K«ttSnri,»5. $217 0 
1©I P7FU*tt77-('<- r I P7FUX"192.16 
8.1.2T4D. -T-X7 0 2© I P7 FU^B^d-A 
;H P7 FU^"4.17.168.6"T?*Si-r4. 7l/-*7 0 
3©-f HIJ7KUXB^a-^*JH P7FU 

^"202.224.159.142'-C$>-5iT€>. iP-*7 0 3 ©4 
FflUJT* FUXttBMS©«B±l -3U*»ftnt 

[0 00 5] JJE*t» h7-*«aac*lt»T. tii§7 0 
l#-^/<7 0 2£»fl*H#T*fc»{C«. ISS7 0 40 
ltt. £f I P^T-j r704£LAN71 ltCjgHJf 

a. i p/<* -» h 7 o AULvm&mttmfcrifab 

K. V-X I P7FUX (tTF TSAJ i«tf. ) . ? 
4*?4 *->> 3 > 1 PT FU* (JUT TD AJ 4ffr 

To ) , y-*#-h GMT rspj 4i*f„ ) , •< 

h (JilT TDPj tftrf. ) 
* 4 7 ^ -;U F 4 . ffig©1f$g£S.fefc&©^ >f 

[0006] I Prttrv h 7 0 4©%5fc##p- 

I P7 FUX"4.17.168.6" , Ca4C6*fctt}L-fUt' 50 
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->703tt. I P*Vv r7 0 4*&J&g&7 08* 
trftot I P/<4r» r70 5 4 UT-f K7 1 

2«:eaiTs. a»aft7 0 8«:fct»rtt. ip^, 

h7 04©SA7^-*KftO75^- H P7FU 
^"192.168.1.2"*. ;U-$r7 0 3©-f>*-*» hffl 
©yp-A;H P7 r*UX"202.224.159.142"K:g£T 
5. C©P£. JU-^7 0 3ttv I r704©S 
A"192.168.1.2"4 I PA* 7 h 7 0 5©DA"4.17.16 
8.6"©ifi£. 08 (b) *C5VfJ:9ftJU-*7 0 3rt» 
fc&8Sft*NATf— 7;l/7 1 3tc«£-r*. 
[0 0 0 7 ] §E»7 0 8 ©lift. IP^jh705B 
yn-A;HP7FW©*^c. >f>*-*?r 
±-c$££#"5Jfi&ftA$r v V 4ft£. *©fc» I Pac* », 
h7 0 5ttaW©-7-^7 02KKS8h» t-mO 
2TW » rfSg&S (S 7 1 0 ) #?rft*>ft. J&S© 
I P*4r» h7 0 8#JV-»7 0 3 folff^ttS. A* 
f hftvgtoS (S7 1 0) fCts^r^^^ h©SAtD 
A©ttttX8l3n4. 

[ 0 0 0 8 ] ;U- 5? 7 0 3 (2 I P*4r v hi 0 6 ?:S(t 
T44v NATf— ^JV7 13 4©tfc«*(Tft^. th« 
(CiO. I PA4r? H70 6©DAttI P7FU^70 
5©SAiHRT«Ci*>J&. 7 0 3tim&Mc 

m®&! 0 9?:tTft5 o 

[OOO9]tlH0E»7O9K:*il»"r. ;b-*7 03 
(2. I P>t4r» H7 0 60DA7^-^ffl©^a-^ 
* I P7 F "202.224.159.142"?:. I PJlfv h 7 
0 6©SA7 A —)l Kl*i© I P7 Kl^X"4.17.168.6"CC 
Sl^-CNATr-^I/7 1 3(C^ggnri>fc%S7 0 
J_© I P7 FU^"192.168.1.2"tCgjfel/. / IP'^j 

h7 0 7 4L--CLAN7 1 cn(C«fcD I 

P^5- h70 7»«W7 0 lKaSfllStl. «S70 1 
T&2I P**9 F7 0 4©U^!i<>X4LrSff §n 

4. 

[0010] NATf—^U7 1 3tia«*tfft"j"Cl» 
©*iJS«a^. TCP h ©«^« s y n » h 

©tda* fc»*aflw*tf ftfenft ir»B*nJc j: 5 $ -f A7 ^ 

h(Cj:Qffftt>n. UDP^» hT«5f^A7^KC 
J:«3?fft*>n4. fiLhKJlO. LAN±©-9"-^702 

4-r>*-*» h±©tiS7 0 ipi-cam*5pjsg<fcft 
4. 

[0011] W±©«<C. NAT«ft*J*o;U- jrtcj: 
•3. LAN±©a»4^>*-*» h±©«S©afiW 
BltliftS-^^ NAT©f±^*Ti2, LAN±©tltt 
©1SS*5|5]^K ±©«S4jiftfttf ft 5 

fc&tttt, rai^K:aflrrs«s4HD»yi:w©ya-^ 

;H P7 FU**NAT*-*fc««)ST*!iMJ&i* 
•J . tfa—zWl P7 FU X©MffRUU>^ S < ft 4 . 
C©aft»H*WfcT*fc©KNAT©«tt*a3SLfc 




NAPTHf&#$ ) .5. 

[00 12] &TX\ NAPTtlt6Of±ffl*5r09(Dji 
(Eis-ir>ZMtCiQiXmmZ. <IU @8©NAT 
iBIttOftftfcoorttttWiBr*. NATTttl P 
A*9 h© I PTFUXOS©*^^^, NA 
PT T«#- KMt»4Bli^K!f<t5. ffcb 
5. 09©&if&£&8 0 8fc*jL>T. NAT immom 

StfeStcJn*.. >u-*8 0 3#*fcttfflt/ct>&i>#- 
h## (cctb r i oo j ttz. ) *aof. ip^ 

*9 h8 0 4©SP(CCTtt r 1 J <hT4. )©F«3£?K: 10 
B»»fC I PA* ? h 8 0 5 K3E8W4. C©BR. * 
-£8 0 3ti. I PA* „ h8 04© S A "192. 168.1. 
2"<!: I PA*? h 8 0 5©DA"4.17.168.6"©i|§R:JJD 

IPA* 9 h8 04©SP (1) £**UfcB»0fc 
;U-£8 0 3©#- h ( 1 0 0) ©iffl£;U-£8 0 3ft 
WONAPTf— 7* 8 1 3 (139 (b) £Jffi) 
T4. 

[ 0 0 1 3 ] /I—* 8 0 3 » I P A* 9 h 8 0 6 £§fs 
T4<b. §f|A*? h©[*i§£r-7;l>8 1 3£©J±t$ 

JtKUfclS*. »tl/fc I PA* 9 F 8 0 6 20 
©D A# I PT K U* 8 0 5©SA I PA* 
5» F80 6©DP*H P7 FU*8 0 5©SP£-gtf 
tlt*. S^IUfcA^ 9 F8 0 6*^-^ 8 0 3#£tBL 
rcA*? h 80 5CC#T4l£gT*4t££51tgU 
©$§*> &&g£»8 0 9 ZftK *> . mm& 8 0 9 Kfc 
^TBNATOUffKHljl, I PA* ? h 8 0 6 ©D P 
(CC.T'tt r 1 0 0 J )<PrtgfcfijglT*r>fc I PA* 

yh804© sp (ccr«ri j ) tcgfrft*. IP 

A** h8 07K£grf4. tftfcif). LAN±©i 
318 0 1 £-f>£-*y h±© -»-A 8 0 2B|-gjMm^ 30 
"SJffgi&So ±ffi©NAPT«tB(C«fcftt;f. LANflU** 

6iffl»©«s*«i5i«{ca®rs»^"ct. lass o i*» 

^©aflfcJl'-*©*- HS^SCfcOKSiIf 4C<b#r 
toTJl/-$8 0 3©*a-A;U I PT KU*#1 

£tT&5C<t*ST>Jtg<!:&4. 

[0014] fcLh©«Hc, N A T ifcttN A P TSffiiC 
ifttf, 75 -f-<- h I P7FUX£#-3LANl*i©& 
S*»6-f>*-*?h ±©*-A(Cg)^-r 4 C i ttgH 
{CpJfllT*4. — ^7-f<-HP7Fl/X^ 40 
•3LANrt©*»C. -f>*-r*f h±©tgg*>6Sfr 
B*«: @*fcf^r 4 1 COD/tst)^^. 
«. «*«S*>6-f>*-*» hftfcr. $£ft©*« 
a»K««l/T(M»T*J: 5ft«tt©ll*tt*l/*>-5 
fc. CftK. LANftOflttW^-ft-h I PT FU 
*£J#o_L -f>*-*» hiOttB^fett^-f^- 

h i P7 fux^tjca*-, hfcgaj-rsc 

c©«ft§gs*8?&T4fc©KW*tf# 
a t t h 7 * ^ > ?tmtfti>®m 

# s £>4, 50 
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[0015] »HNAT«tfi«:fcl»Ttt, a— tftt^fe 
*-drtc»StjNATf— 7;U««5ErSjj»#**. » 
6<jNAT*-7.>U©J.>h Ktt. gi&UcOLANrt© 
*8S§© I P 7 F UX h . SW- 2 ©fiS©£U 
Tl,>4tf- hrt>6£4. a— !f«-f>*-*:> YifihL 
AN «©*»««» Ofct»J»£tt. a— !T©*t5tE*6. 
;U-*©*P-A;UI P7 FUXi#fi^NAT7— *^ 
KRSStiAuK- h©JH*«3ei/rA*9 FSHIfcfftt 
5. a— 5f©«**6a(fl/teA*9 h©rt 
§*. ^«S>«SeLT*ofcWfiNATf—7JU©x>h 
•JiM^Lz-C. A* 7 h©jgfs^x>h UF*i©LAN 

rt©&gg©i P7Fux£#- ncwftoriiair*. 

[00 16] 

«3> -f>*-** h±©*S*6LANrt©«8lCttL 
tf*i#WNAT*-*J^^L/r*J<^*5ab0. ■€■ 

©ssrtg* 5 IP7K i/^©jfflia©ac»x> fx— trie 

*o-/Sjl/ 1 P^PPP-^DHCP7a h3;l/tcj;»)tt 

mftfo-otc. >fgi$#>6©A*9 h*LAN|*3«: 

*raiT5fc©K:-fe+^ y^^ASfST-TSCi. a— tf© 
^ffl-TS;!/-^^ i s P©75-f<- H7 Fix*©* 9 
h?-d»K8«3ftTt»S»6fc£NAT>P£aK:tto 
Tl»S»^tctt I SP©A-*©»WNATISi3efetf«c 
tottWhiat-f v h*i5JiflW«(fttit<tl»Citt 

<!:> £<©BfflM4*-afe. 

[0017] a±»W U/c^iic^ *5 -ft- HP7F 
l/^*J#oLANrt©«S*»6'f>f-*v h±©»g 
KffiRir&C^(CSJIKA>. I P7 FW* 

*f#-3LANrt©»»K. V>*-*» hlOHl>6 

Jom«« PC (A-y^;U3>f^-^) ^>fjR|«S 

*6-f>*-*» haar. *Brt©pc^>iK««sK 
jsttucwarr* J: 5 ac««©*!iH:«o*»ofc. 
[0018] *^»±ie©sa*^r4ci*gw 

i-r*. fttt>^. *^«7?-ft-h I P7FU* 
L A Nrt©«H«:^ U>^-;h ±©«S*> 

©it^tc. x— tf*s*-*{c»OTWir«:lMltftKJE* 

HM7 FUXaittWKSWiEfcft-CUiig^rfciggK: 
jim^S^flS^t, S?cNAT;U-^*J^|g©Ji^ 

•c^^ ir»©a«*j!isi"c***tt*ji«-f 4. 

[0019] 

[ss?r)s^-r4/c©©^g] *jsbj{c^4^ i ©am 

o©tSg i, -f > ^ - * 9 h fcg^pJtl^^ft < tt 1 




[0 02 0] »tt-fr-/<KgMflWtam j<frg H eiS 

«t,fcJJte. -tJ-w(K:»LTTCP«ttS**2Hir 
TCPgi&S£5I5-f£. TCP«gMEft«. 

-e©Tc p«tt±-ci8*£«5©iHiojim*eair s. 

d»*»^Tfe. g»g3 ftrC»y F £f?lftNATlg;&?8L, 

PS^«SW(c««fr6*-^{c»l/T»«W**HT 20 
fcft&fcs!). *tt9fM9NATH5g*:*RLiCTCP«« 
£C£#tB3fc£. C*itcJ:9lJw<£«8©IHI 
ffllf 4>gtf £ * tc T c p«***w£r 4 C £ 

c©TCPsa*±"e^w<j&jaft©Kastff^c£ 
tJBtf»{cLANtcsa*snfc««£aflr*tf ^ c £# 

»a«©«Mfew»i>Tcpsa*tffli>*fc». 

[o 02 .2] *^(c#s^2©jim->^7 i A«. mi 

h*a6&T4C£fcJ:0«SK»-r*KSIS**fT 

«pf,©HTTP^i^ h£*8ii7!p6366ftfcTCP 
fMI±(cC9ir 4. l«Stt«S Stl/cHTTP U 
hSrMSlU-C, -eniC>Pf-rSHTTPUX^>X?:TC 
PS«±T?-9--^jSSfTS. If-^ttHTTPWX*" 40 
>X£4g*~«§T*. *2©a«S/**AKJ:*iK. 

»0*ttKH*> 6TMB#-C 4>Mtf B#ic L A N tdf $ 3 fi 
fc«»£HTTP«:j:4afll*ff5C£*«?I|fi£ft*. 
[0 02 3] ±iB©02©a^'>X-7"A{C*$^-C. 

H T T P <J f X X h * £fl| 1/ T H T T P U X # > X 4 a 

firs. BSrt^a-AB. -»~^»6g»g^ ^»? 
±.*«fti/fciBfcW"-'<tc#i/-cTc p«a»»3it*afli so 
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o-cTcpg&srftsu zv>Tcpim±vD--^fr 

6HTTPVi>xx h**(ll/'CWeb-9--^KKa 
U We btfwtfr6HTTPb;i#>;i*«»l»Ttf 
-^tcT C Pg^LhrSB^TS. 

[0 02 4] CftSCcfcfttf. KffOWeb^^lf** 
«0fc*5&&»6. NAT*-*©*tt«:fltt>6rfBJB»r 
L A N tcS^ § ftfc®3S £ H T T P K cfc *a 
'flr*(f9Ci3OTWlitt*9it. ft#©We b1fw<* 
5?» -**«8K|SS-r * C £ 4. 

[0 02 5] S»3 ©ffi^^^Ati. $ 1 

©iii'Xf A{cte^r-^-^'^*5^©ct 5 fcttfW 
5. 

[0 02 6 ] *-^<tt. 4>ft < £ & 1 -3©485fc5>6«& 

©KSSB**Mrse£a*r*. i8^«>6«S(c»'r 
gaas ftufry h^^fib/cta^, t-^c»nTc 

PSHfcfcM&U -eoMaUfeTCPSWLh-e-fcsJ/g 
>aUfl**if--'<K:affiu TCP«tt»fi»ji % to 

psath-c-^-^iaflw*. «t(Bsit><fr 

B5jt«HSU"CTCP«tt*JtfiL. TCPSSLhT* 

6 ©«&©&<8g#«:*f o ra»© t c p «»% 

WHC*ft&tfW 6ftfcTC Pg&#5t£ft#©i§£. St 

s&#© t c p s«_t e. ©aM^Sinr * c £ 

[0 02 7 ] IVSOjiffS/X^AtCAtltf. -^-^£48 

l§©r B 1K:ffi^©TCPgM4iigS:T4c£*srt. -e© 

|^©fl8^ ©TC P8«±©a<trtS*«!I*©-fe 9 Is a > 
C £ ft: < , Lt»i/s>I DStc^J 

ufcam^tT^ c £^djh£&4. 

[00281^1 Oati/^fAKttJTt-^HfflR 

aBB3&»g»©g»tf>ftaa ^»y b ^mtfc£#{c > a 

fit, Sg^6«S«:*f-r4SaS**J*o/tl5gK:, 

ittea^tt. gi&g^jgs-f £. *©a*wfse«ttT 

©»^«. gft ^»y L ©t£S£ hXWm^ fJ±y V 

[0029] cncc ctntf . aa^ttftb-cafli^iiBa 




f6S*n»a{Cffl*. *fcM© IPTFU^MSPK 

M©*t>JK>MfCSttR*4fT9 C <b 4@ig-C# 
4. 

[0 03 0] *»HKftSjB4 ©«©$/* f-Att. 3? 1 

4. 10 
[003 1 ] ffiifc©its&{t*tu 

b. SBK^aMfcfcr^-fe^fliHWJBflHiisasm-ra. 
mb. ecMk^rf-fe^Bsagawwa^smurrtw 

-><b. Mfr e>aft p<fr ? h t<« ofc»K*»7 » 

B. ttt»6WBKC$H-5Ca»«Ai«oft:|IKC. t$£ 
©**7*te*l$fte^l^£©Jfc*«*rt7d>-fe*W 20 

l4friBM«:a«-*-s. 

[003 2] SUCafli'Xf'AfcJ.fttf, MtfBfE 

brafioJ«&fc c t 6*-'<ic««»jw* -> 
fcBKCiIfc{c»B"C*£fc«k aflPFnltBttW^rKifi* 
K»T*JE5©l6S*J*a{CtH*. */dWS©I P7F 
SPicio-cibffJKfW^re.ft-cteO. *>o 
mo*MK&£<cJ:*). *-'<K^3t.fcM©I 30 
P7 PUX«iR(CHfiHRl»8i|a)WWCtMf)3r6nft:« " 

£4»c£s. setc. fcMtt:^©**^ 

ttsst* s c <t *mn- s a»£iiL2±©afi nn«w 
•y-j-gcfe^-caft. '** ? hc s(ra<w<!:a(§^ 

[0034] *-/<Kiw*fi»o. am4 
n*#<tbJ:c«i-^br*"S^am*a*«jL*. ass* 

B. *-'«W»t«W*#«iaflM:«4Mb*J:CF 
WWfcT *«* 4. MB. am^rBg 

b. «t££M©mrttsiff«4t&-*-SRb ^a^m 

©as«fli*. *-'<ffw»*«KorjEar**ct* 

«BLfc«K:«Wff#8fcJ:gi&*{bt,TtT5. M 50 
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b. ?-><&tt«w«©a»t4> mLZtitcTcpm 

£<* ftfc T c pantfl-b r«**> feM^BSflNR* 

brms^mtti,. *fcB. M«:j:9«a3tifcT 
b. M*6*-^b3tifcie«tiMii%«ftbTiflHWflr 

[0 03 5] 85©afT>*^A«:.J:ft«. ffiSt^H 

©iat?»ffi«:am%ff5c4*«ui*. S6tcsg5f?*>6& 
a**s^r*/c»©*-^w»wM8ttiK^fi'c-y- 

[0 03 6] *»»K:«S*6 ©am^f-AB. 9 1 

So 

[0 03 7 MfwfB, ?--KE!l»4fi!SU fflft4 

B. ^-'<HBJS4&ST£#©<ha^4lE#fbfc<fcy : 
«^b*4if*»(i*«4flM.*. Mb. f— ;<E9i 

am*a*«*.4. *-^b. JB*iM©nB-ca«i» 

f84$©£?£l£. *©im*K&WlEMK£*tf--rc 

«KlWa«*RfcJ:Dli6*l{bt,"Cff5. MB. 
A£ii»1t*©j3BMI4. *-/<IE9l»*BEU"CiEa 
■C* * C 1 4KB 0 fcftKMJWta Ofc TCP jg&± 

KJ: 0B£3ftfcTCPl&*4rtLTi*5l^&MM& 
WlHll4IEi-r*IRB. «5t^6»t^b3tifcii?»«« 

TPHMbu-cMKaflrra. xb. m<cj.q«&3 

tifc T C P Sg»4^ OTM* 6*t*^tfc*tS*4«ai 
r*BRB, M*6^b3ftfcfWfflll«45aiO"C« 

^a«#a"ctt^fbufca. n*tas#ar«Nt{boT 

[0 03 8 ] »6©afi2/^^A«:j:*i«, JS5t5iM 
©IBt?tt««cam41f^C4JJsr*. 3 6KiS**6« 
^$t4BaET-2,/cto©^-/«S^&mSK:^-c-9- 
-A{ciaS-cS<. *oM3tpe>®igB , c4BiiE-r'5/c 
©©If- AKW»fc*MK^KT.*-/<K 1 

[0 03 9 ]*^^^5^7©am'>^7 u AB. Y> 
*-*» Hc»«Shfc^iQt< £4> lo©Mi. 

h (CSMUtt^tt < t i> 1 -3©B5K4©|!B© 

amf^f-A-c**. ■e©aiti'^f-A«;fci>-c^-^ 




[0040] ?w<«. ««©m«:»o 4 msk* 
akii i reus 2 ©afco ^fr 2 h immmicm . 

amjS&J:9 4>gi,>„ M*>6$lRtfg2 

o i t k**7 a^x mi^mnmvm 

ai»f*JMrOttl». «BR*»6»«HUcSW4 
CaaMMift-sAJMC. M©*»7*-fe;il5a!li.»S 10 

b^j i ©ftwjrsswno*»iiT n 

50, *©M^»f3£»!MWT©«^tt. »1RC«II2 0 
«B /<»» K DfeSfc OrtfettB^ /<» 2 F fegteBM 

icmz. mk. »-/<3&>6g«g» /<» g h^sfto 

aft3ftfcTCP8ttg3fc*5HSO. Cft*C«fc»)TCP 

&&£fii£Ts. Tcpsaftjwtfta. *© 
t c pm&±xffi$. t %mr$ ©am^&a? *. 

[004 1 ] W7CWlfl|5/^f-A«:J:titf, Mtfttft 20 
Kft-fSJgSOJ&gtfBWIttfcH*, ifcigOIPTK 

SP«cj:-»r«iWK:*(*)ar6ti-c*j»). 
ttS©«flQR% t*K«fc 9 - tf-^KSISSft/cM© I 
PT Kux*iKK:iB«Ktei»S!]©«il«:W«)aT6ftfc» 

i^HM-CtS. S6{C*J6WtcJ:tiiaf. a*D Afr ? h 
tilll fc<fcC^2©a ft£jgL?, b ©2^^EigiJO. « 

&7 t-bzmmmwizw i ©gja ^»» Fg fP$tciR& 30 

cd-c, N AT;b- » WBWB» /<» ? F gafri ^fr > 
_F ©Jfcg £ »ftfmiB3WiC»fcftKa tt^»y K DiUM 
i&g£fl5< 0ftWfttfft6ftt»»£Tfc. t-AKio 
T6W©*t>*»7^-fe^^lfflMSW>«S*?B< Oft< 

[0042] JJBCDilftt/Xf- AlCtettSiJ-— M 
©Mi, 3>f^-^© < fc^^c7 , a^7ADjfife^i|g 

BIWil*(cJ:0a«SnT4>J:l>. 40 
[004 3] 

[ftH©XttD$ft} MT> 8tt©HB.*#JBU *» 

* air> x f - a ©jttt©$AR*i$M<c Bwr * . 
[0044] (mmoBm 1 > a 1 tt*%w©ggffl.©jig 

ffi 1 ©a©i'X7 u A©afI>'-$->X£|&BJ OfcHt?* 
So H2tt*|6W©»fi^f-A©*-y F"7-*S&M8I 
r&So *^©It->^fABP-*Jl/i 'J?*? F 
7-* (LAN) 1 0 6±©Mi-f>*-** F 1 0 

5±©Mnu©a(i£ieM"*fe©"c*9, lanio 

6tCftft3ftfcMl 0 1 <t, ^»-*»H05J: 50 
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KfctftSftfc-frwn 0 4£. LAN 1 0 6 

F*S£M-*;l/-*l 03&*£tr. 
F 1 0 5Kttafiia5|tl 0 2feftttS*in>4. 
[0 04 5 ] ;U-*1 0'3ttNAPT«fiB*f9SOTl> 
So Ml 0 1©I P7FWB^7^- HP7F 
U^"192.168.1.2"-C*f3. 1 0 4 © I P 7 F U 

Xtt^PwOI, 1 P7 FUX"4. 17.168. 
S. Jl — 1> 1 0 3©-f F 1 0 5flB7KUXtt 

Pt»PPP»©^nh3JHcJ:0«I9aT6n. Ibttfc 
SWW*#. C©WjSWU-*1 0 3©-f>*-*» F 
M7 KUXB^D-/'!jH P7 FOX "202.224.159.14 
2"-C*S4-rS. goH§©0!lLh. ;U-*10 3©>f>* 
-*»H0 5l7FWBl%»ftl>it5. ft 
fc, 2BI»©JgMK*»t.T. I P7 F OX» 1 Pver4&t 

mfco-tos. 

[0 04 6 3 01 *#jbo. *is»#«©afiJ/--*-> 

**BMHT*. Ml 0 ltt*r. 0 4fC*tO 

**7*Hs*WIM*lflHHBJRl 0 7 €:3*<trS. if-. 

c ©i&g£ or , sA-7 * t mm®Mtfmm*a 1 ■ 

0 8*»fl|f 4.' Cn6©afll.l 0 7, 1 0 8BUDP 
(Cj:^T4>TCPiCj:^rta<, LAN106l»JK:g 
«Sti/cMl 0lJ&»6HI»63*i*A:«>. NAPT^fg 

* i o 3 *a*.T£»ft < aftr* s„ c 

Cf, ft^7^-feXS8IS^S)3<!:«, Ml 0 l3&>61f- 

ai 0 4^ft snsaaiuDP/^ ^ f (gyas) ©a 
®i$nHR©*rtffl*w-rt>©r**), m« rs»j 

it^ct^ftfiliftS. 

[0047] *k. Mi o i ajflnntcfljaiu dp* 

irybl 0 9?:affrS. C©JU!»5feK:fRff 0/c«^ 

aenSo ajaiUDP^*-? f i 0 9«mi o i(c@ 

*Kff^3tifc«|g|WfT?** rgMSi dj 
iftUDPW? F 1 0 9tt;l/-* 1 0 3tc<t0, ttK 
©N AP TSa»#ff ^bti/ct-f 9 Fl 0 5 (C 

atiisn, t-Mi 0 4tc-csfi$n4. 

[0 04 8 ] 03© (a) . (b> «cS*£ft3ft4«r 
&©a*0UDPA*? F©rtSf«r*-r. IjSOUDP^lr 
?F©S4.flMBWtt. 1 0 33j«UDPv^9 h©N 

(b) «:^0A:J:^ftNAPTf i -7'JV*^-<A7^ F 
[0 04 9 ] 01K1S I 3, 1F-A10 4«, afclUDP 

f 1 09*a©rsi. ^»^rt©SA. da ; 

SP. DP©&7 FUXiMI D^mOtUO. 04tC 
*-TJ:5tc. Cft6©flWR*MlO 1 <MID = " 

1 2 34") 5C*fjS-rSljfi©x>F UiOTIf-Mrt 
ULmm&ti> (Z?--j7S 1 1 9) . Xr^ 
S 1 1 9-Ctt, j»7{rtxW(ti>F UKMlPL. 




•fr-Al 0 4JWWfflUDPA$r„ h 1 0 9£§fiUcB$ 

m*ts&*&. urn* ■*■-.»< 1 0 4«. a^uDP^ 

» h 1 0 9 ^Sfl-r^fcO'tC^f- 9 7"S 1 2 OtC^-f «t 
5 MMKCWfcT -5 * > h ©*»7 * -fe XBSffltKHr 
T*. *fc. C©Pg. i»lUDPAir»H09«^9 
WOSA. SP©*7Fl/**«S06S*rCt»fcia£ 

x>h >;4i©-en6©7 Ku^ottfeKW-j-*. c 
mcto. ;u-*i0 3o-r>>-*»H (wan) i 

0 5flO P7KU*#«WtC«9»6*ra»Tfc. Mr 

©utrccjco. »<t©i«t#£7T*. 

C005 0] «±©flflWlflW«387l/Tlr»*ttiR'C. « 

*i 0 2***81 o i*c*H-*am*HJ>60tei»ai 

41$ 1 0 2«tSHl 0 lOttSI D*/<5y-jfK 

fi^Lr. *-/<i 0 4fc*fMMttMiMtl l o*i* 

*«>©£■*-*. «8«tt£$i i o*«flru?t*w<i 

0 4tt. «*1 02K«fc»)Jg5E3*ifc«gI D*1ft** 
- £ UTH 4 tcjjV*- r- fc-fr-^rttcaagnte 

I D*(ft*U SIS 1 0 1 ;We»t,fc*fj£x> h 'J 20 
*rf#S (*r?7'S 12 1). 
[0 0 5 1 ] *IC. *wl 1 0 4 «x> h iJrt©ft»r 

BHJW*ajt-ci>*»^tt«gaa«s*i i o*m§ 

2 2 «»4CiiA,T«S 1 0 1 (Cg^g^U D Pre* v h 

1 1 1 zmmtz. 

[005 2] C©£9K*fc7*-fe*l*$9*«B-i-SC 

iEStc iHfe t T t, > fc *»5*»*iB % KSg^T * -5 ft:*, 30 
m8&Mg*l 10©«ggl05fl3©WSa[Kr#*. $ 
fc. Jl/-jr l 0 3©-f>*-*tF h (WAN) 1 0 5{flJ 

1 P7 KU*tt I SPKJ:oT»WK:»0a-C6n"Cl» 
Sfcfc. 881 0 \0MAWm.1bkWmM&kt 
hb, 0 4tca»Stifc«Sl 0 1 © I PT K 
U^*iffl©«BK:«*)aT6tl-CL*9«^***4*. 
C©»^TtR->THff©j»RHM©li»{C««S**tf 

[005 3 ] 1 0 4 tt. -Ktt-b r> 3 > 

Wf>^S 1 2 40 
2). 3 0 4tt881 0 1 KfctlWSx 

>hy*»6SA. DA, SP. DP©*7FU**aM» 
Cft&*m>T-fe9 5/s>BMff?-4'<-fn-FH:£ 
MKttR*UDPX$r„ hill fciUfiT*. CCT, 
JSMMtUDPX** hill tt5I*aUDPA*9 h 1 
0 9«:>Pf-r-5l£SiUr«(S3nTl»S. 03 (o) £ 
h (WAN) 1 0 5±fcaSBSftfcSM*S 
*UDP/0» h©rtg*5V*-. S3 (c) Kfl%T/'C4r 
9 h©7 FU*i#- h©<S«. -en-ens 3 (b) (C 
TOt**? HctoHT7FUXtj|<-h©y-.X&9 f * 50 
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nicj:^^ auawsuDP't** n 1 i«ji*ouDP 

h 1 0 9©J&S^9 hr*4 Jg 
ttK$UDP'<9-? H11B.*->1 0 3fCfel>T 
«8§©NAPT^KlJ:f3 03 (c) KjnTflW&fr'SH 

3(d) (cmfawcKsaftsti. ssi o ncsg&sn 

5. 

[0 054] ««B#UD PA4r , H 1 1 4£ffLfc 
8810 IK. ■9--^10 4K»LTTCPjfi|IHWll 

1 2*a«tr*. 7cp««r*i i 2icr>^x<mm 

ttSMBBfrBT***. syn. ack/syn, ack 

*t*-7 hKJ:^Tjfett*iistr4aJir©TCPsa*»4 

#JiTS>S. TCP»«B*1 12ttLAN«W»6WA 
NffiUC*tl/-Cffftt)n*t©r*5A:«>. NAPT8IB 
1 0 3 4M*X£l*& < T C Pg$£5g 

[0 05 5 ] feLBcfc D?-'* 1 0 4 £88 1 0 1 ©IH 
■CTCPffiteWlfeftStlfc*. UDP/<^» htta*^ 
i'3>U^ST*5kS> 1 -e©*$-Ctt-9--^l 0 4tc 
*Hf»"C, TCPSSK*iS*SS*UDP^9 hi 1 1 (C 

[0 05 6 ] *r. 881 0 1tt-€-©TCPS«±'C. 
SSKS*UDP^9 h 1 1 l tC^PSEfrlSnfc-feyS/ 
g^^fl^^. ■fe»S/3>«8!l-7-a»Il 1 3(CcfcoT-9- 

M^^i. Xfj^S 1 2 3K*5i,»T-b9 2/a>«g!iF- 

©M^^tf 5 . M-&(oitm. c ©-t 9 %/ a ymw& 

m&ffim*l 1 0KJ:»J*fiRSnA:fc©r*4Ci** 
ffi-TSi. 0 4ttC©TCPft»%. &£Sg# 

1 1 occ§Arig* i o 2 itin i o i rnomm <om.m 

[005 7 ] ttfc. tr>a >HWff KRit-cag I D 
4fflt>TtTCP«lliS»R«UDPA4r„ h«r*t^ 
Ftwscitirts*, *©*§6B*-/< 1 0 4 £88 

i o i©mfc«m«:«R©TCP«»*wa-r*e£ 
**r»<rt»it»9n«jwtc*. *wt©»»tcj:n. 

tf. *-^i0 4i«BH 0 l©Wfc«*©TCPift|« 
^ffiiiL-r-SCi^r*, -?-©RR©<i^©TCPgi^±© 
SftrtS^SiJ^©* 9 ->a >wwfrr«ir*c 

a»©a«©rts«r*8»{c»^ t -c us 5 c <t & < . 

5j|J<?©TC Pgi^±-C§^ -Ktt£ffiJ#U/c»ffi©$iii 
«f «tl». 1 0 2 *6ttB 1 0.1 9 S/« > 

0 -c«a©afi*tf 5 c b &mt t a 

[0 05 8] jyi^fc^WittctfK -tf-Al 0 4i* 

81 0 l©IB-CTCP86tt***£3*iS£. 0 
4tt*©TCPjjBBLh"r«*l 0 2£«»1 0 lK©a 
<l©K»*H>&r4. Tfttofe, ^-^l 0 413*051 
02*6©ji(g 1 1 4£iHIl 15atHl 01K 
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mmc tasi o ifrp>©ami i 6*^*1 021cm 
mi 17 it/aesra. sstc, M^amj-r^t. 

0 4$fc«f&Sl 0 l*>6TCPfcMKl 1 8£ 

[005 9] ft* ±SB©lJw< 1 0 4K4:£afI©SK 
TCPS&RjWt»StvTHSPJttfflBrc4>«*)ii 

trtTft 5 c i a^aftr*. o . c ncc j: <o ffi* i o 2 4 
«s 1 0 1 ©par— a©aft ttf ft 5 c & #-c * 4. $ 

fc. B 1 Tttffi* 1 0 4*>6©am«:»L«MB I 0 1 ifi 10 

ft#ji©?"p h 3^©amo«3S*«, tc p&tt#ttj$ 
[0060] feujaw o/tct 5 icxmmoBmuizti 

tt\ a*0U DP^>H09 ^©l£Si LXtmS* 
UDP^? Mil ^it-Stir. 79 -f^- h I P 
7FU*£J$-3LANF>9©«S1 0 lfcttu -^>£- 
h±©«*l 0 2fr6BrS©*-r 5>*Tg&teiI 

h{C«ttStifc*ffi«S^PDA*ffll>. AS 20 
iOTLANfcgBKSfifc. \£9ts rbtf. xjn 
>, »jS«ft:^©*«*ffll»tili«i1-*6a*«:*«ft 

[006 1 ] *H*©»3BtcJ:titf. 1 0 

3 WSKr©NA PTttf¥©*%tTfti«J: < . BH&N A 
T. ^NAPTBK£3iW*Eftfc«>» WJKa— !f*J 

[ 0 0 6 2 ] S fc. #H*©JB««:J:*i«, jr 1 0 
3tcWJNAT*R5E-er. AS 1 0 1K*H,TWAN 
flffl*> 6SMn»JS&ft A* » F fl(S 1 0 1 #jI*OU DP 30 

„ bzmmbx^zmi&fc-f-'i 1 o 4*»6«fts 

[0 06 3] 2(^llfi©^»KJ:iitf, LANWi> 

i 09 cfitcto. coa^^^- 

*10 3fc*fU Hbi>5*-^77'f^<i r 7 bib 
TTIUBU *-jr 1 0 3©WAN«HKift©PPP-$>DH 
CPifi% J AT"? FtiCitCfcot I SPfrfcfBKS 

[0064]ifc, *H»©}$BtC,khtt\ -0w1 1 0 

4 * e>&*7 * -b mmmmn mim 1 0 8 tc <t oti 
»iudp^, h 1 0 QommmnosmzgMtzc 

£t\ *-;%<u(t4i)jiUDP^» h 1 0 9©gfi 

fiffiia#^?ift«tci*«ttnr4*r©^iiB*. si» 

[006 5] Jfc. *Hft©JLS»K:J:htf. jr 1 0 
3©WANfflH P7FU^*WlWK:ail0S6tlTl»-C 
t>. g*PUDP/<»y F 1 0 9 tC«fcQflfflWtca>r©W 50 
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ANffiJI P7 KU**«UwCl (MtCSftdtl&tot). 
tt$ 1 0 2*6ttM I D*JS£T4©*t?SB«:«S 

1 0 l*fS3ELrTi«t*s-C*S. 

[0 06 6 ] *fc. 43at©JgfflHc*jl>r. Jlll©fiC» 
UDP»«fcJ:»)aflM>»**tfarir». ti.£10 2£fll 

si o i i'©ame»»f r -*o^i/K< <ftstt©ii 
i»TCP*ffi*tTft9c£*«»*u». cn^CcfcD^ 

-/tl 0 4©gjw©{g;?<!:. «m I 0 2 4&S1 0 1 £ 

©a^a«tt*WS:TSe am^ii®^ 

SiaUDPAi-?H0 9ii, ;I/-fl0 3©NAP 
Tr-7>U©£>f A7-5 FWTOIHIR-Cfiia-rije*** 

am«is;iws<ftafca. udp/<^5» Ft-rs 

C t K J: & ftJHNNHMWRft < . -tfr-JiSliflCcgft 

•cawr*fc»fc«2»w/hs udpa^j f* 

[0 06 7] ft*. *HJS©jg«ra:NAPTfcJ:or 
SMHOfc* 1 . 1 0 3*iNAT»tt*fffco-Cl,>a 

i©^r*o-r t>. «s i o i tv-rt i o 4©ttf*fc« 

5c *||«i©*JB»C*Jl»T. 3.— WNATtWfc 

*«rr**-f*flit»r. fts'i o i*es^>ir-* 

•7 h 1 0 5fc«ttLT»,>*»£Ta-5Tfc. fltSl 0 1 
i-^-^1 0 4®Mft%%M?Z>Cttj:l,tC> HI ©2/ 

T. a- W*^'*- h I P7 K W«Wf 4 I S 
PicSDAU. ^©^^ A I SP©JU- 

- * lCfcl»TaS©N A T $ fct J N A P TttffijWrttto 
n« ^ttOASl 0 1 0 4QHffi*XKtS 

CtttLtc. Hl©^-^>^**3aW»<IMW4. 
[0 06 8] ttfe. 7 F UXSWiflttU D P/<4r y (. 
K£^©«ffit?Btt < . ffe©3MS«:J: ,T7F U^g® 
*ff ft of 6*MI©^(S*fctittt>#s. ISfflnft^ 

fijWsfissft. ^n-v-?jv i P7 f u^tasrs^ » 

[0 06 9]^, ? S/ a >a»mt TC Pgttg* 
U_2«:St L/TC P«tt*-S:K»i£ffW6ti*«Hr 

as i d ia»^3tjai^c-tc*^t fest». 

[0 07 0] ft 43. *|Qt©^ft|T.« I Pver4CD7 F U 
ZZWKb-Olfflbtcifi* I Pver«©7 F 
t§r&-Ci>. LAN|*J*>6-f>*-*? h^©^9 F£ 

Ffri&L ANA'S©-*** FttSKSl/ftU^-^^y- 
h x W ^JffflT 4 IS 13 Kfc<,»T*»WJH i;*MttW 

[007 1 ] ft*. ^atCWgffi-CBSSBR 1 0 2 fct-f > 




h«:iia^«3n*J:5Kia7nSnri»**i.. 
3g5fU 0 2*»LAN«:Sa«3*l-Cl»"CtiS*l 0 2rt>6 

KSi»Bttt>te*. *&i»©&SKHif£{c#s»3fts. 

3 6K. 48* 1 0 2 £88 1 0 1 i|SH$©8tS*i£®T 
tltf v tt$l 0 24881 0 l#4fcfELANrtK*o 

[0 07 2] fcfe. $H5fc©)f5£g-C«88 1 0 1 *>6© 10 
SWMfett"^-^ 1 0 4 ©#-C£> 0 . V-* 1 0 4 *4fi$ 

1 0 2 488 1 0 1 M©jM*lnat,fc**. J£i&g#U 
Mil tCfcQMEEl 0 2©7 FU*£a*0 
f fttf. 88 1 0 1 tfMft 1 0 2 tc*t kS&TC P}gi& 

«*i_L2%aiflrr*flteRtBittT**. commas 

ffi* 1 0 2 488 1 0 1 tfff&aff&fTtt 5 c 4 
tfnJfilJcft*). 1 0 4©(E2»ffl**fi«3n4«t 

4*JJi]©8fr&#i&.£. 

[0 07 3] *iafi©0«JC*Jl»T-tf'-Mtafi5|c 
48S©afc©l£aS©#*fTofc#. RB$K:iJwCg# 20 

#t c ?&mm^xigmtm.m *> c 4 tira?* 

y 7 h 7 x 7©7 y'r- F £ff *) & 4'88^©1)-- b 
X 5r®^f £ C 4 Dftl-C * S o 
[0 074] ft*. #IU6©^JSK:*Jl>T8S 1 0 1 fc 

1 o 4*3>fcr*-*r«idrt-5c£a«-c* 

*©BKC. 881 0 1 il^-Al O4K&*01© 

?4t4#njtre*?K £tc?tit>*&*mwicwmis 30 

iffrr&c:4#-CtS. cn{c < fcti«iaffl©a>b' i - 

[0075] (mmwm2 ) *m%K.%z>m ! asx f- 

i^tt02-C^Lfc£fc*3-C£>.2>„ 7 F U^ff^t>0 

ftoTUi. $j|jfe©J^r«iffi*4CTWeb77 7 

.LANK««S*ifc«81 0 1 iHTTPKct-Sfflff?: 
ffft-»r»f|5^>3>^>!V9l»St£*ff<e *> t><DX$> 40 
4. 

[ 0 0 7 6 ] B 5 *#JRU «OBI5»oafl|t'-*-> 
*£t&BJ?£. WSlOlttSr. *-/ti 04K*tU 

g^7f-fe^sisjs^tsfgg^4 0 7*jiim-r?>. u-- 

a*D4 0 8*iiS{|L. £*7*-tzXflgfgJ18!©<iI (M*. 

tf5#) £a*of*. c©a«ttUDP(cj:-3-cfcTC 

P(C«to'C4><t<, LAN 1 0 6«t8i&<*ftft:881 

0 l^epg^snsfcfe. NAPTts^d^.^-5? 

1 o 3*mz.x-mte<&mx-$z. 50 
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[0 07 7] 881 0 l«2ffiK©SfclUDPA 

fa. b (4io« 409) z&«mmmt 
•s. 2mm<D^vbA. Bommt. asouDPA* 
? y Aifi$&7 >?*zsmimi*zwmim->x^*, 

(DKMl, ffia\JDP'i>rv F Btem$7t HzXB#|IB£ 
[0 07 8 ] 881 0 ia>S>a*aUDP/^9 FA (4 

io) zmiwfimuftiicmnbtc&krt-bmB 
aftuDP^** FAgfc«B©<,>rftfr£i&rr 

SJBWJJJl'-ar 1 0 3#UDP^*-» F©NAPTt"- 

7****4*7$ Kcj:»)aair4i*iinj:o fefi<Rje 

[0 07 9] HJ6©^© 1 K*H,»-CJ*jWfflUD PX* 
y bttlWMbfrKfritcfcib. *<DTm%Mim&(D 
£#© *> * JMB<DKl>B 9 "c^fr-H TIB£-r SifeftPft 
ofco ^©fc©. 1 03©NAPTf— y;i/©5S 

fgB-s-iasWsi* (m«3o») ©^ a&iuDPA* 
» n^3 o#jajHWT©»«STaaiSh. -e©gci 

lcm&72-bzm\&W8\2tlZ>tcti>, ;U-5?10 3© 

wa nm©7 f ux^mifiM^m-^xt^y f y©ji«f 

$^J6©^« > S^7^-feXNF^iI©Hif^llB 

)i- $ i o 3©naptt— ^^<mm^L^% 
te<mncw!jg.?z>ctwxz, mzmmbPt^t 

[0 0 80] a*au d p^c^ , j. a. b«88 ioik 

fclUDPX** FA. B«. 1 0 3(Cj;f)a8§© 

NAPT^*iJSStiT^>ir-^f FtC^WSn, 

0 4TSm**i4. NAPTSBftCDrtSttHJS© 
®«©1 4H^-C«>4» S/c. aftJUDPA*-? hKJ: 
1 03rt©NAPTf— 7*;U^$-YA7^ F# 
■nUttWtC^SnS^feBCr**). "9--A104rt 

©x> f 88 1 o i tc^--!r » h «aMrrsfc«>© 

7FU^*sSli$n5* (Xf*;7 , S4 2 1 ) . x>h 
•J*©ftff7*-feX^J©Mif (^^^yS4 2 2) 

[0 08 1] «±©iBlfllfll*9S7l/Tl>*ttRT. 
5tt 1 0 2*^688 1 0 1 K*rt"4iifl|*Hter*»*. 
1 0 2 lilf-^' 1 0 4&C*f L 4 TcET connect.cqi? 

I D=1234J ©<fc9«:881 0 1©88 I D4A7^i- 
^{CjgSl/T. HTTP';fi^ h4 0T88&$g* 
4 1 1 ^jUff-rS. ft*. 88 I D"l234"tt** 1 0 2 
#*at>H»LTi»$fc©&T*. 88S«I^4 l 14 
§Mb/ctJ--^'l 0 4». ^f-?7*S42 3tCfc^T. 
JIS3nfc8S I D£*-K-!J--A|*g(cg&3ttfc88 

I D4^L. 88 1 0 1 *5g|SL/cjrtj5i> F 



(13) 



#f*3 4 4 5 9 8 6 
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[0 0 8 2] D-"U0 4«i>h'Jrt©i^7 

*±mm ®4#i) ttusu ^ti^su^ii© 

«. -^S42 4£tfftfCjg/l-CflMi 1 0 1 tcWHS 
*UDP/<>? r4 1 2£j§<rf*. C©&&7£>-(2* 

«W>«Ml*»*4. 10 
[008 3] &K1Jw<1 0 4tt. ^S424K 
*j(r»T-*ft-fe »J/h >»JM**4j«0-C1Jw< 1 0 4 
ptyc&#fS. 3 tfwti 0 4»8Ngl 0 lfctt 

ics-f sx> r ya>e>SA, da. sp. dpostfu 

- FK£tt«ttS#U D P A^r ? h 4 1 2 *iHff -r-5. 
CCt, g^g^U D Prt* v Y 4 1 2 KMfelU D P-»< 
^■?hA (4 10) *fctt»DUDP><*? FB (4 0 

9) «c»-r-6i£storflHs£snri»afci6. ;v-*i 
0 3«:*j(,>t, attoNAPTSBftWftttoft-r«gi 20 

0 ucmmztiz. 

[0 0 8 4] mim#UDPJi*y F4 1 2£gftUfc 
OSIOIK. *-Al0 4Kj*L'CTCPfi6ttK*4 

1 3£&frf&. TCP8H*B#4 1 3{C-3t»T©»tt 
ftg&Bj«:^BgT£#s. syn , ack/syn, ack 
^•9-9 htCJ:o-C«»*WS[-r*a«©TCP«ttl£fi[ 

#jbt*s. rcpwsmm 1 3ttLAN»6WA 

Nfflfc#OTfr&;bft&fc©raSfc«>. NAPTtitS 
*0*.fc;l/- * 1 0 3 4«*.T3U»& < T C PStft^K 
fiTSCiaP-C**. 30 
[008 5] «±{t«fc 1 04«tmSl 0 1©|BI 

tTCPS^issnm «hbi o i«-e©TCP 

«tt±-C, «ttR#UDP^? F4 1 2K«fc'3jI*0;* 

n/c-fe i/ 3 -fe 9 i/ 3 >$$ij-?ji*a 4 1 4 

{CctoT-tf-^'l 0 4'NjIjI-r^. 1 0 4 l*fe » 

^ a -sffifri&m* 6 £ . Xf^S4 25Tt^ 
3 >*Wlr?4DJRte*m>. C©-fe 9 -> 3 mttSQ^-AMM 
fflfc%*4 1 UcJ:04liRStifcfc©"C*b. ftoT& 
Sg&g3jU 1 lKmZTCP®&ffiLifii8#)LlLt 

tzmtz, 40 

[ 0 0 8 6 ] ZVfik, ^1.0 4BHTTP'Ji'iX 
h 4 1 1 K:*t1--StC.§iLrHTTPU^«t<>X4 1 5 
*«5|U 0 2KaHlT*. C©HTTPUX#>*4 1 
5B. ^1 0 2(Ca*-T'<tHTML=3>f>7?:^ 

>M<ft"5678"ft, T<A HREF="control.Cffi?Ses 

sion I D=5678&Tarqet=deviceFunc.cqia 3 aram=abcd">D 

>*></a>j ©Jc^KU l/TSifc&SttT 
fe(J:©#«K <fc rj , J&5fc 1 0 2 (CttftS 101K 
Wltr*'*-5> (lift) 50 



[0 08 7] a— jrtfaiwsnfc^-i^rt© 1 ; > 

j»£*y?*TS&» "GET control . cqi?Session I D =5 
678&Target=deviceFunc.cq1&Param=abcd"^©J: *) K-fe 
•3 is 3 >Wf££tf HT T P F 4 1 6 

SfrC*- Al 0 4Kj£{|<*ft.5. -0w<lO4ttHT 
TP'J^x^h4 1 6*Sffr-5t. fg^Sft/ccontro 
1 .cgiaWBttU Hz 9 3 ^mWswZm&irZ 

*"5678"©TC PSa»3W8t(c«Bl»*r**C4**tH 
r-Si. 0 4 ©control. cqi«. HTTP V 9 

X.Z F4 1 6©^^?:" GET deviceFunc.cqi?Pararo=abc 
(fOi^KtiltHTTP'^iX F*to*4 1 7 it 

xz<DTCPmm±icmMtz>. co^^u, <s^ 
1 0 2«. nsi 0 1 tcati-SHTTpy*** vzm 
frets. 

[0 08 8 ] 4M©«^£WM©9ftlD8(C4i^ 
r.-JtKTIIB!l/A:*9ac«ft*3»Jll»*t. «*tt 
«£*©We b^7'>1f*<t^aEr4Cift<ftfF5j 
ttfc±» ^H±©"dev1ceFunc.cqi"^©3fa©cqi <b "Pa 
raii^d"^WSS©'<5^-**}^bTi^S#S ■ 
HTMLXS*SB3Wa*Ke2r4Ci*«?Iffi«:<i4 

[0 08 9 ] HTTPy*x*HS»4 1 7£§ffLfc 
iSlOltt. ^©)&g£UTHTTPl/*#>*4 1 
8*iHrra. C©ttfPKontH6%fflt>"Ci¥fl|KSi 

Kirs. 

[0 09 0] @6CC^Tcfc5{c. «si 0 lasss*^ 
*-Jl/5 0 1 iWe b-t-'i*:i/z.-)l5 0 2*$*. 
S. tej^*^i-JU5 0 1 1 0 4i©^f*^ 

HJ© jiff ^"n r 3 ;u fc J: ZMUZ'iT ft *> /c*©* a - 
;bT£>r>. We b-y--v^ix^-;U5 0 2BIfOWe 

t> 0 lttwasoaK, 

S»S*UDP^9 h4 1 2*3W30"CTCP«RII 
*4 13%tf^. HTTP'^x^Hsa4 17«tfl| 
th, C©BR©(SaS*ya-*5 0 1 ©afl^fCffiS 
•T-Si, TCP««*B« (4 1 3) -TS-^-CHTT 

pym h (417) «sft urfco. ^7^7>F 

*^TCP^?rS^§nE.-PHTTPy i'xx F5r^ 
flW-4«*©Web-y k ---'<ilia»©*lSl*»Rtt*. * 
jQfc©»T?«\ ?Sj||*^a-Jb5 0 l*JC©*|*I©a 
l^MXl/. Webtw<tya-;l-5 0 2fcjlSfU y 

^9 n»*acTrt»w«:HTTpy >xx vs 03© 

jSKs. HTTPU^#>X5 0 4©S<1 ; &^!Q:^C<!: 

r. as©we b-y--^*5rffl^r. *«b©httpm 

[0 09 1 ] @55C^O. ^tC. V-rtl 04KJ:») > 
HTTPl/^>X4 1 8AiHTTP UX!jOXg3i4 
1 9tbX^l 0 2{CiIjM$n4. HTTPl^X^> 
^K3i4 1 9K$*n*HTML3>f 1 > , >Ktt. t» 




o. #jffl4 1 6-4 1 9tmm<D^m*:m*)mcttc 

«fc9, 48*1 0 2^6«HI1 0 lfc»l/C«ttt«K:HT 
TPK<fcS7*fc*£tTft5Ci;!i^fc£Kfc-2>. C©a 
fl©HTML=i>^> , >ifi£«tSlll 0 lrfT&fcft. 
a>f->7 «5%4»f^B«l*l 0 2T*T&fctt*C£(C 
cfc<3> 48*1 02A>6®S1 0 lfci&KtSftUfct). 

[0 09 2] aft*5S7f*4, -9--^-10 4 

0 l**TCP«JK4 2 0*m>. TCPjf 
tt©^%fT&oTHl©2/-fr>X*»K7T*. 10 

[009 3] tUJ»9J l>tc<k *) K#JI*©J&MKC J:ti 
tf . 0 1 ©3Sfc©$ftHtt. ^'7 -f-<- UPTFW 
*JtoLANrt©«WBl 0 lfCttU -f>2-*?F± 
©48* 1 0 2 *> 6tt*<0 $ 5 > ^"C g fflff «RI6 
"C*S. cntCfcO. 48*<tUTWe b t/^ifSrJIig 
t/fcPC*8HMHifcJ:»K mH^^H^eStC^ 

[ 0 0 9 4 J *fc. fftl ©£ft©£ffiRS. ;U- * 1 0 
3«afitCDNAPT»f^D*%?f<CjLtfJ:<. MNA 
T/NAPTsB^tf^FSft/c©. *liftca— •fj&UU- 20 

[ o o 9 5 ] ttc, mi nfmotmim* *3*&»£ 

[ 0 0 9 6 ] £tc. mi ojutojBira. f l o 

3©WANWSBBtoPPP«>DHCPj8**-f A79 FT 
SCiicJ;^ I SP*»6ttK**n:i/*5C£SI* 

TSiusassssT*. 

[ 0 0 9 7 ] $ fc. 01 ©fg%©j£|gft& 1fw< 1 0 30 
4lCiW&j|fclUDP''C*'9 h A4 1 0 ©g<faSf£a 

[ 0 0 9 8 ] 3 6K. «&7*-fe*B$S!l£M$ffT£tgf6 
*8-o/t* , h ifcfcfciw'Cfr 9 F©2«S©a*0UD 
PA4r» hW«ciT, ±E©IMB©iraBE4. * 
1 0 3<DNAPTf 1 --7'JKD®Sll#rBUM^<54 

[ o o 9 9 i ] jEfc. mi ©jmoftawaHi. 48* 1 o 2 

#>€>«m I D *««**©#?§*«:«» 1 0 1 £}g 40 

SO -earners 3. 

[ 0 1 0 0 ] ttc. m 1 ©IUI©J&a§im UD Prttr 
y hKJ:&*w(l 0 4©ft^f©<g§i. TCP^Jr> 
FCt<k£48*l 0 2 itSSl 0 1 £©am©fiiiS14£Po 

fiTsc4**csa. , 

[0 1 0 1] *fc. *Wfc<WB«KcJ:ti«. 48*1 0 2 
Ka$©Web^7^tf£fg$&bfc48*£ffil\ «B 1 
0 l(ca*©We btf-/<*!Sttl/THTTP©l6»% 

fm-rzctifi-czzttto. ummm<. ?©« 
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[0102] fcfe. *H*6©^f BNAPTCCJ^T 

t&BJLfctf, 1 o atfNATfcfTtt-aTusn^- 
riorfc. mi o 0 4©«ift£gHT 

T*-**jn,»r. mi o i*«w>*-*» n 

0 5^mmux^im^-v$>^xi>, mi o 1 tv- 

T. a-W7-f h I P7 FWtfOWi I S 
PKflDAU -€•©*§£. a— y©;i/-$i I SP©;U- 

HcJ^TSaftStiT^Stterfc. -£©&*©ia©jU 
- > taSt© NATS/cBNAPT ttfl&ff & b 

n> Attorn i o i t ■*■-.>< i o 4©ttf^ %s6H-rs 

CittUK. H5©5/-*>**30WB<!8B'C**. 

[0103] «t*j. r Fu^e»»ajaiuDP^? h 

itffitot fc*l«B©sa»tt*toh<ti»3&J» 
nncitt, ya-/w i p? f u**siiT£^er 

[0104] ft*. * » >tas'J-?{iH ttp y *x 
* F 4 1 1 K»l/TCP«H*-«cSttWWJ5*i*« 

[0 1051S/C. I P7 FU^K I Pver6©7 FU^ 
^ffl^ttiO. C©1«^ > LANfi*6-f>$-*-; 

[0106] *jgt©J&J«-ettSSHt i o 2 tt-f > 

ffi5Rl 0 2**LAN(CSa»3nr(,»-Cfc*3|51 0 2*6 

a«*iw&r*iR»)*c*ji>T*-/<i 0 4K»-r-5»a^t 
K3ditttti»fc». *^w©a*»ig«itciia53 n-s. 
s etc 0 2«:mi o i &n«©tttt««n- 

ntf, 48*1 0 2&M1 0 l*Ji^KLANPlK:*o 

[0107] a*. *Jtffc©&ffi-Cf£tt8 1 0 1 *6© 
SSI*5l6»"9--'< 1 0 4 ®&V$) <5 . 1 0 4 

1 o 2 im i o i raoan^feaLfc*. g$g#u 

DP^j F4 1 2tC«fc0ffi*l 02©7 FU^*a*p 

rnis. m i o i *JiS* i o 2 (c*tLitgTC pgiK 
i o 2 tm i o i «v£9flr*ff & 9 c t 




WaimicK K> . ^' 1 0 4 ©CaftffirtfffiXS tiZ tt 
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CLAIMS 



(57) [Claim(s)] 

[Claim 1] Transmit a communication link of Hazama of at least one device connected to the Internet, 
and at least one terminal connectable with the Internet. Are the server connected to the Internet and the 
periodical notice packet from said device is received. When there is a transfer request to said device 
from said terminal, a connection-request packet is transmitted to said device as a response of said notice 
packet. The server which accepts the TCP connection request which answered this connection-request 
packet and was transmitted to said server from said device, is on the TCP connection and is 
characterized by transmitting the communication link between said terminals and said devices after. TCP 
connection establishment. 

[Claim 2] Said server is a server according to claim 1 characterized by to carry out by the HTTP request 
which contained Device ID from said terminal receiving the transfer request to said device, transmitting 
on the TCP connection stretched [ transfer / of a communication link of Hazama of said terminal and 
said device ] from said device in the HTTP request from said terminal, and transmitting to a terminal the 
HTTP response received through said TCP connection from said device. 

[Claim 3] Said server can receive two or more transfer requests from at least one terminal. When there 
are two or more transfer requests which receive said device from said terminal, generate a meaning 
session identifier to each and said connection-request packet notifies to a device. Accept the TCP 
connection request which answered said connection-request packet and was transmitted to said server 
from said device, and TCP connection is established. By receiving the session identifier which is on the 
established this TCP connection and is transmitted from said device, and matching said session identifier 
which received with the TCP connection Two or more TCP connection is respectively matched to two or 
more connection requests from said terminal. By being on the TCP connection established [ the ] and 
transmitting the communication link from said terminal, when the TCP connection matched with the 
session identifier as which the session identifier was specified, and said terminal required connection 
and was this specified is establishment ending The server according to claim 1 characterized by standing 
in a row for every session identifier, and transmitting the contents of a communication link. 
[Claim 4] When said server is equipped with a storage means to record the last access time of day for 
every device, to two or more devices and the periodical notice packet from said device is received When 
said last access time of day is updated by this receipt time and there is a transfer request to said device 
from said terminal It is th^ server according to claim 1 characterized by refusing this connection request 
when the difference of the last access time of day of said device and current time is over the 
predetermined period, and sending a connection-request packet to said device as a response of said 
notice packet when the difference is below a predetermined period. 

[Claim 5] When said server is equipped with a storage means to record the last access time for every 
device, to two or more devices, the maximum access check period information is beforehand transmitted 
to said device and the periodical notice packet from said device is received When the last access time of 
day is updated by the receipt time of this notice packet and there is a transfer request to said device from 
said terminal When the difference of the last access time of day of said device and current time exceeds 
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the value which the maximum access check period information shows It is the server according to claim 
1 which refuses said connection request, and is characterized by sending a connection-request packet to 
said device as a response of said notice packet when the difference is below the value that the maximum 
access check period information shows. 

[Claim 6] Said server holds a server certificate and it has a cryptocommunication means to encipher and 
decrypt a communication link. In case confidential information is transmitted by Hazama of said 
terminal and said device, a server certificate is beforehand transmitted to said terminal. In case 
confidential information is transmitted to said device from said terminal through the TCP connection 
established by said device After receiving the confidential information enciphered from said terminal 
and decrypting with said cryptocommunication means, In case confidential information is transmitted to 
said terminal from said device through the TCP connection which enciphered with said 
cryptocommunication means, transmitted to said device, and was established by said device The server 
according to claim 1 characterized by enciphering with said cryptocommunication means and 
transmitting to said terminal after receiving the confidential information enciphered from said device 
and decrypting with said cryptocommunication means. 

[Claim 7] Said server holds a server certificate and it has a cryptocommunication means to encipher and 
decrypt a communication link. In case confidential information is transmitted by Hazama of said 
terminal and said device, a server certificate is beforehand transmitted to said terminal and said device 
respectively. In case- confidential information is transmitted to said device from said terminal through 
said established TCP connection After receiving the confidential information enciphered from said 
terminal and decrypting with said cryptocommunication means, In case confidential information is 
transmitted to said terminal from said device through the TCP connection which enciphered with said 
cryptocommunication means, transmitted to said device, and was established by said device The server 
according to claim 1 characterized by enciphering with said cryptocommunication means and 
transmitting to said terminal after receiving the confidential information enciphered from said device 
and decrypting with said cryptocommunication means. 

[Claim 8] The device which transmits a TCP connection request to said server, is on the TCP connection 
and is characterized by communicating with said server after TCP connection when it is the device 
which communicates with the server connected to the Internet, and which was connected to the Internet, 
a notice packet is periodically transmitted to said server and a connection-request packet is received 
from said server. 

[Claim 9] Said device is a device according to claim 8 characterized by carrying out by receiving a 
HTTP request for the communication link with said server on said TCP connection from said server, and 
transmitting a HTTP response to said server. 

[Claim 10] Said device is equipped with a Web server module and a transfer module. Said Web server 
module A HTTP request is received from said transfer module, and a letter is answered in a HTTP 
response. Said transfer module When said connection-request packet is received x from said server, 
transmit a TCP connection request to said server, and TCP connection is established. The device 
according to claim 9 which is on the TCP connection and is characterized by receiving a HTTP request 
from said server, transmitting to said Web server, receiving a HTTP response from said Web server, 
being on said TCP connection and transmitting to said server. 

[Claim 1 1] It is the device according to claim 8 which said device establishes TCP connection to said 
server, is on the established TCP connection, and transmits said session identifier to a server when the 
connection-request packet accompanied by a session identifier is received from said server, and after 
said TCP connection establishment is on said TCP connection, and is characterized by communicating 
with said server. 

[Claim 12] Said device is a device according to claim 8 characterized by transmitting a notice packet 
periodically a period shorter than the period which receives the maximum access check period 
information beforehand from said server, and saves in said device, and said maximum access check 
period information shows. 

[Claim 13] Said device is a device according to claim 8 characterized by having a cryptocommunication 
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means to encipher and decrypt a communication link, and carrying out by being on the TCP connection 
which established transmission and reception of said server and confidential information, and 
enciphering with a cryptocommunication means. 

[Claim 14] Said device is a device according to claim 8 characterized by having a means to verify a 
server certificate, and a cryptocommunication means to encipher and decrypt a communication link, 
receiving a server certificate from said server, and carrying out by being on said established TCP 
connection after attesting said server certificate for transmission and reception of said server and 
confidential information and checking a regular thing, and enciphering with a cryptocommunication 
means. 

[Claim 15] A communication link of Hazama of at least one device connected to the Internet, and at 
least one terminal connectable with the Internet It is the communication system transmitted through the 
server connected to the Internet. When said device has a transfer request [ as opposed to said device 
from said terminal in delivery and said server ] in said server in a notice packet periodically, A 
connection-request packet to said device as a response of said notice packet delivery and said device 
When a connection-request packet is received from said server, a TCP connection request is transmitted 
to said server. Said server It is the communication system which accepts the TCP connection request 
which answered said connection-request packet and was transmitted to said server from said device, 
establishes TCP connection by this, and said server is after said TCP connection establishment and on 
the TCP connection, and is characterized by transmitting a communication link of Hazama of said 
terminal and said device. 

[Claim 16] Said terminal performs the transfer request to said device by transmitting the HTTP request 
which contained Device ID to said server. In case said server transmits a communication link of Hazama 
of said terminal and said device, it transmits the HTTP request from said terminal on the TCP 
connection stretched from said device, and said device processes said transmitted HTTP request. It is the 
communication system according to claim 15 which is on said TCP connection, answers the HTTP 
response to it to said server, and is characterized by said server transmitting this HTTP response to a 
terminal. 

[Claim 17] Said server can receive two or more transfer requests from at least one terminal. When there 
are two or more transfer requests which receive said device from said terminal, a meaning session 
identifier is generated to each and said connection-request packet notifies to said device. Said device 
When the connection-request packet accompanied by a session identifier is received from said server, 
TCP connection is established to said server, it is on the established TCP connection, and said session 
identifier is transmitted to a server. After said TCP connection establishment It is on said TCP 
connection and communicates with said server. Said server Accept the TCP connection request which 
answered said connection-request packet and was transmitted to said server from said device, and TCP 
connection is established. By receiving the session identifier which is on said TCP connection and is 
transmitted from said device, and matching said received session identifier with said TCP connection As 
opposed to two or more connection requests from said terminal respectively two or more TCP 
connection matching and said server By being on the TCP connection established [ said ] and 
transmitting the communication link from said terminal, when the TCP connection matched with the 
session identifier as which the session identifier was specified, and said terminal required connection 
and was this specified is establishment ending Communication system according to claim 15 
characterized by standing in a row for every session identifier, and transmitting the contents of a 
communication link. 

[Claim 18] Said server is equipped with a storage means to record the last access time for every device, 
to two or more devices. Said server The maximum access check period information is beforehand 
transmitted to said device. Said device The maximum access check period information is received, it 
saves inside, and a notice packet is transmitted periodically a period shorter than the period which said 
maximum access check period information shows. Said server When a notice packet is received from 
said device, the last access time of day is updated by the receipt time of a notice packet. Said server 
When there is a transfer request to said device from said terminal and the difference of the last access 
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time of day of said device and current time is over the period which the maximum access check period 
information shows, said connection request is refused. It is the communication system according to 
claim 15 characterized by transmitting a connection-request packet to said device as a response of said 
notice packet when the difference is below the period that the maximum access check period 
information shows. 

[Claim 19] Said server holds a server certificate and it has a cryptocommunication means to encipher 
and decrypt a communication link. Said terminal It has a means to verify a server certificate, and a 
cryptocommunication means to encipher and decrypt a communication link. Said device It has a 
cryptocommunication means to encipher and decrypt a communication link. Said server In case 
confidential information is transmitted by Hazama of said terminal and said device, a server certificate is 
beforehand transmitted to said terminal. Said terminal After attesting said server certificate for 
transmission and reception of said server and confidential information and checking a regular thing, it 
carries out by enciphering with a cryptocommunication means. Said device It enciphers with a 
cryptocommunication means by said established TCP connection, and transmission and reception of said 
server and confidential information are performed. Said server In case confidential information is 
transmitted to said device from said terminal through said established TCP connection After receiving 
the confidential information enciphered from said terminal and decrypting with said 
cryptocommunication means, it enciphers with said cryptocommunication means and transmits to said 
device. Said server In case confidential information is transmitted to said terminal from said device 
through the TCP connection established by said device Communication system according to claim 15 
characterized by enciphering with said cryptocommunication means and transmitting to said terminal, 
after receiving the confidential information enciphered from said device and decrypting with said 
cryptocommunication means. 

[Claim 20] Said server holds a server certificate and it has a cryptocommunication means to encipher 
and decrypt a communication link. Said terminal It has a means to verify a server certificate, and a 
cryptocommunication means to encipher and decrypt a communication link. Said device It has a means 
to verify a server certificate, and a cryptocommunication means to encipher and decrypt a 
communication link. Said server In case confidential information is transmitted by Hazama of said 
terminal and said device, a server certificate is beforehand transmitted to said terminal and said device 
respectively. Said terminal After attesting said server certificate for transmission and reception of said 
server and confidential information and checking a regular thing, it carries out by enciphering with a 
cryptocommunication means. Said device Are on the TCP connection which said device established 
after attesting said server certificate for transmission and reception of said server and confidential 
information and checking a regular thing, and it carries out by enciphering with a cryptocommunication 
means. In case said server transmits confidential information to said device from said terminal through 
the TCP connection established by said device After receiving the confidential information enciphered 
from said terminal and decrypting with said cryptocommunication means, it enciphers with said 
cryptocommunication means and transmits to said device. Said server In case confidential information is 
transmitted to said terminal from said device through the TCP connection established by said device 
Communication system according to claim 1 5 characterized by enciphering with said 
cryptocommunication means and transmitting to said terminal after receiving the confidential 
information enciphered from said device and decrypting with said cryptocommunication means. 
[Claim 21] Transmit a communication link of Hazama of at least one device connected to the Internet, 
and at least one terminal connectable with the Internet. Are the server connected to the Internet and it 
has a storage means to record the last access time for every device, to two or more devices. When the 1st 
and 2nd notice packets are periodically received from said device and the 1st notice packet is received 
from said device When the last access time of day is updated by the receipt time and the 2nd notice 
packet is received from said device When the last access time of day is not updated but there is a transfer 
request to said device from said terminal When the difference of the last access time of day of said 
device and current time is over the predetermined period, said connection request is refused. When the 
difference is below a predetermined period, a connection-request packet to said device as a response of 
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said 1st and 2nd notice packets Delivery, It is the server which accepts the TCP connection request 
which answers said connection-request packet and is transmitted to said server from said device, and 
after TCP connection establishment is on said TCP connection, and is characterized by transmitting a 
communication link of Hazama of said terminal and said device. 

[Claim 22] It is the device which communicates with the server connected to the Internet and which was 
connected to the Internet. The 1 st and 2nd notice packets are periodically transmitted to said server, and 
the transmitting period of said 1st notice packet is longer than the transmitting period of said 2nd notice 
packet. Said device It is the device which transmits a TCP connection request to said server, and said 
device is on [ after establishing TCP connection ] said TCP connection, and is characterized by 
communicating with said server when a connection-request packet is received from said server. 
[Claim 23] A communication link of Hazama of at least one device connected to the Internet, and at 
least one terminal connectable with the Internet It is the communication system which the server 
connected to the Internet transmits. Said server It has a storage means to record the last access time for 
every device, to two or more devices. Said device The transmitting period of delivery and said 1st notice 
packet is periodically longer than the transmitting period of said 2nd notice packet in the 1st and 2nd 
notice packets to said server. Said server When the 1st and 2nd notice packets are received from a 
device and the 1st notice packet is received from said device, the last access time of day is updated by 
the receipt time. When the 2nd notice packet is received, the last access time of day is not updated. Said 
server When there is a transfer request to said device from said terminal, and the difference of the last 
access time of day of said device and current time is over the predetermined period, said connection 
request is refused. When the difference is below a predetermined period, a connection-request packet to 
said device as a response of said 1st and 2nd notice packets delivery and said device When a connection- 
request packet is received from said server, a TCP connection request is transmitted to said server. Said 
server The TCP connection request which answered said connection-request packet and was transmitted 
to said server from said device is accepted, and this establishes TCP connection. Said server 
Communication system which is on the TCP connection and is characterized by transmitting a 
communication link of Hazama of said terminal and said device after establishing said TCP connection. 
[Claim 24] The program for operating programmable equipment as claim 1 thru/or any one of the 7, or a 
server given in 21. 

[Claim 25] The program for operating programmable equipment as claim 8 thru/or any one of the 14, or 
a device given in 22. 

[Claim 26] The record medium which recorded the program according to claim 24 or 25 and in which 
computer reading is possible. 
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http://ww4.ipdl.ncipi,go.jp/cgi-b^ 05/24/2005 



JP,3445986,B [DETAILED DESCRIPTION] 



Page 1 of 1 



* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention is communication system which adopts IP protocol, and relates to 
the communication system which can start the communication link to the device in a Local Area 
Network from the device on the Internet through a router especially to desired timing. 
[0002] 

[Description of the Prior Art] In recent years, a company and a home are not asked but it has become 
common to connect a Local Area Network (for "LAN" to be called below.) and the Internet with the 
router which carries a Network Address Translation function ("NAT" is called below.) or a Network 
Address Port Translation function ("NAPT" is called below.). 

[0003] When communicating between the devices connected to the Internet, the global IP address 
assigned to a meaning all over the world is used. On the other hand, global IP addresses tend to run short 
by rapid increase of the number of devices connected to the Internet. Therefore, in the in-house and 
domestic LAN by which direct continuation is not carried out to the Internet, a meaning private IP 
address is used only within LAN specified by RFC1918 in many cases. Since a private IP address is not 
the unique address, if it remains as it is on the Internet, the device with a private IP address cannot 
communicate with the device connected to the Internet. 
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[Description of the Prior Art] In recent years, a company and a home are not asked but it has become 
common to connect a Local Area Network (for "LAN" to be called below.) and the Internet with the 
router which carries a Network Address Translation function ("NAT" is called below.) or a Network 
Address Port Translation function ("NAPT" is called below.). 

[0003] When communicating between the devices connected to the Internet, the global IP address 
assigned to a meaning all over the world is used. On the other hand, global IP addresses tend to run short 
by rapid increase of the number of devices connected to the Internet. Therefore, in the in-house and 
domestic LAN by which direct continuation is not carried out to the Internet, a meaning private IP 
address is used only within LAN specified by RFC1918 in many cases. Since a private IP address is not 
the unique address, if it remains as it is on the Internet, the device with a private IP address cannot 
communicate with the device connected to the Internet. NAT or a NAPT function solves this problem, 
and it offers the interconversion function of a global IP address and a private IP address so that the 
device which was able to assign the private IP address can communicate via the Internet. 
[0004] Below, the structure of an NAT function is explained along the communication link sequence 
diagram of drawing 8 . LAN71 1 is connected to the Internet 712 through the router 703. A device 701 is 
connected to LAN71 1 and the server 702 is connected to the Internet 712. The IP address of a device 
701 is private IP address "192.168.1.2", and the IP address of a server 702 presupposes that it is global 
IP address "4.17.168.6." The Internet side address of a router 703 gresupposes that it is global IP address 
"202.224.159.142." The Internet side address of a router 703 presupposes that there is only one on [ of 
explanation ] expedient. 

[0005] In the above-mentioned network configuration, in order for a device 701 to start a server 702 and 
a communication link, a device 701 sends out IP packet 704 to LAN71 1 first. Since a transmission-and- 
reception place is specified as IP packet 704, the field where a source IP address ("SA" is called below.), 
a destination IP address ("DA" is called below.), a source port ("SP" is called below.), and a destination 
port ("DP" is called below.) are saved respectively, and the payload for carrying the information on 
arbitration are contained. 

[0006] Next, the router 703 which detected that the destination of IP packet 704 was global IP address 
"4.17.168.6" performs outward trip conversion 708, and transmits IP packet 704 to the Internet 712 as IP 
packet 705. In the outward trip conversion 708," "is permuted by private IP address" 192. 168. 1.2 global- 
IP-address 202.224.1 59. 142by the side of the Internet of router 703" in SA field of IP packet 704. under 
the present circumstances - a router - 703 - an IP packet - 704 -- SA - " -- 192.168.1.2 ~ " - an IP 
packet - 705 - DA - " 4.17.168.6 - " - a group - drawing 8 - (-- b --) - being shown - as - a 
router - 703 - the interior - holding - having -- NAT - a table - 713 - saving . 
[0007] IP packet 705 turns into a packet which can be transmitted on the Internet only containing a 
global IP address as a result of conversion 708. Therefore, IP packet 705 is transmitted to the target 
server 702, packet response processing (S710) is performed by the server 702, and IP packet 706 of a 
response is answered by the router 703. The value of SA and DA of a packet is exchanged in packet 
response processing (S710). 
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[0008] A router 703 will perform the comparison with the NAT table 713, if IP packet 706 is received. 
By comparison, since DA of IP packet 706 is in agreement with SA of IP address 705, it checks that it is 
the response to the packet which the router 703 sent out, consequently performs return trip conversion 
709. 

[0009] a return trip « conversion - 709 - setting - a router -- 703 - an IP packet -- 706 -- DA - the 
field - inside - a global IP address - " » 202.224.159.142 - " - an IP packet - 706 - SA - the field - 
inside -- an IP address -- 11 4.17.168.6 - " being based - NAT -- a table - 713 - saving -- having -- 
**** - a device - 701 - an IP address - " - 192.168.1.2 - " - permuting as IP packet 707 
LAN71 1 - transmitting . Thereby, it is transmitted to a device 701 and IP packet 707 is received as a 
response of IP packet 704 by the device 701. 

[0010] The NAT table 713 is held while communicating, and if a communication link is completed, it 
will be canceled. In the case of a TCP packet, detection or a communication link of a syn packet is 
performed by the time-out by the time amount which is not performed, and the judgment of the 
completion of a communication link is usually performed by the time-out by the UDP packet. By the 
above, a communication link becomes possible between the server 702 on LAN, and the device 701 on 
the Internet. 

[001 1] As mentioned above, with a router with an NAT function, while the communication link of the 
device on LAN and the device on the Internet is attained, in order for two or more devices on LAN to 
communicate with the device on the Internet to coincidence, it is necessary to assign the global IP 
address of only the same number as the device which communicates to coincidence to an NAT router, 
and the reduction effectiveness of a global IP address becomes small by the structure of NAT. In order 
to solve such a technical problem, there is a NAPT function which extended the function of NAT. 
[0012] Below, the structure of a NAPT function is explained along the communication link sequence 
diagram of drawing 9 . However, explanation is omitted about the same actuation as NAT of drawing 8 . 
Although only conversion of the IP address of an IP packet was performed in NAT, in NAPT, 
conversion of a port is also performed to coincidence. That is, in the outward trip conversion 808 of 
drawing 9 , in addition to the same transform processing as NAT, the port number (here, referred to as 
"100".) which the router 803 is not using now is chosen, and it transposes to the contents of the SP (here, 
referred to as "1".) of IP packet 804, and changes into IP packet 805. under the present circumstances — 
a router - 803 - an IP packet - 804 » SA - " -- 192.168.1 .2 - " - an IP packet - 805 - DA - " - 
4.17.168.6 - " - ft group - adding - an IP packet - 804 ~ SP - (-- one --) - it - having permuted - a 
router - 803 - a port (100) - a group - the NAPT table 813 (refer to drawing 9 (b)) of the router 803 
interior ~ saving . 

[0013] A router 803 will perform the comparison with the contents of the receive packet, and a table 
813, if IP packet 806 is received. If DA of DP of IP packet 806 of IP packet 806 which received 
corresponds with SP of IP address 805 in accordance with SA of IP address 805 as a result of 
comparing, it will check that the packet 806 which received is the response to the packet 805 which the 
router 803 sent out, consequently return trip conversion 809 will be performed. It transposes to SP (here 
"1") of IP packet 804 who had saved the contents of DP (here "100") of IP packet 806 in the return trip 
conversion 809 in addition to actuation of NAT, and changes into IP packet 807. Thereby, a 
communication link becomes possible between the device 801 on LAN, and the server 802 on the 
Internet. According to the above-mentioned NAPT function, even when two or more devices 
communicate from the LAN side to coincidence, the communication link from a device 801 is 
distinguishable with the port number of a router, therefore even if the number of the global IP addresses 
of a router 803 is one, only the number of the ports of a router becomes possible [ communicating to 
coincidence ]. 

[0014] As mentioned above, according to NAT or the NAPT technique, it is easily possible to connect 
with the server on the Internet from the device in LAN with a private IP address. On the other hand, 
when the device in LAN with a private IP address was expected from the device on the Internet, 
connecting freely was not easy and implementation of a ftinction which for this reason connects via the 
Internet from a cellular phone at a domestic household-electric-appliances device, and is controlled was 
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difficult. This is because a packet cannot be sent out to a private IP address from the device on the 
Internet, when the device in LAN has a private IP address. There is a function called static NAT or port 
forwarding in order to solve such a technical problem. 

[0015] In a static NAT function, a user needs to set a static NAT table as a router beforehand. The entry 
of a static NAT table consists of the IP address of the device in LAN to connect, a port, and a port as for 
which the arbitration of a router is vacant. From a user's terminal, a user specifies the group of the port 
set as the global IP address and static NAT table of a router and performs packet transmission to connect 
with the device in LAN from the Internet. A router collates the contents of the packet which received 
from a user's terminal with the entry of the static NAT table set up beforehand, and permutes and 
transmits the transmission place of a packet to the IP address and port of a device in LAN in an entry. 



[Translation done.] 
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TECHNICAL FIELD 



[Field of the Invention] This invention is communication system which adopts IP protocol, and relates to 
the communication system which can start the communication link to the device in a Local Area 
Network from the device on the Internet through a router especially to desired timing. 
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EFFECT OF THE INVENTION 



[Effect of the Invention] The approach of offering the approach of communicating freely when the 
device in LAN with a private IP address is expected from the device on the Internet in this invention, as 
explained above, being able to specify a communication link place device easily even if a user does not 
need to perform a complicated setup to a router in advance and the Internet sidcaddress of a router is 
further assigned dynamically in that case, and operating even when an NAT router is multistage is 
offered. It is compatible in the dependability of the lowness of a basing [ on an UDP packet ]-in that 
case server load, and the communication link with the terminal and device by the TCP packet. 
[0122] Moreover, the remarkable effectiveness of many, such as security being [ that it is hard to receive 
the attack from the 3rd person of NAT ] high in order not to perform static NAT, and adjustment of the 
communication link load of a server being easy, and enabling the terminal which carried the usual web 
browser, and the versatility which adopted the HTTP communication link to constitute a user's user- 
friendly high communication system in low cost, is acquired. 

[Translation done.] 
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C-m bhi^S^lb &3| g2J»0| 4*S&Sfa IS ?>b 15~25 kg/m 3 % 30~40 kg/m 3 

sea mbioii^ei s^s^a 2121 gjgsf aoi(«)s 4=3 sestoi sa@ 11 m ams 

S^A|31 X||3EE|b S2 5i g^eoi 0|giJ££J SEIOII^E) iSSgS 01 ¥01 lib 

soicke 3 °j e 4). 

si. e ^sa seioii^ei sees maa yeat S4IAI9PI nsfoi, Msab 

2.1 ~ 2.9 a Sdl((Si0 2 /Na 2 0)x 1.032)« 3>b fl^UMe SS!j 55 ~ 75 

99%. Ji^Aioiis^ass^ 0.5 - 7 sEiuiy^s 0.1-5 mm * §g 
oi^oiaci. 

6I3Ioiiah fl^u§§ S2«g ys^s voisib ^^^ibooAi 3 egoii iiei 
yesE^i &Eig ^ 2{hoi, noii uiaisioi g^sE soi^ 4 a?i imboii siis 

bISOl S^SCI. S Oil Alb 2.1 ~ 2.9 a Sbl((Si02/Na 2 0)xi.032)« 3>b 

stfLmg sews ai§o|2, m\ suib ^siuMgoii oithms^a sbis 

£1013101, 01 3| Oil &4- 1.032 « 2SI01 §t?2S 4-x|^& 30ICI. OlttH 2.1 ~ 

2.9 a Sbi a?ib yasfxiEi* $\m es 91 &4^s soispi siot asiti s#ai3| 

a^^S 5§|J 4- 8i2, S El Oil ^ El tf^S^a H230II ^SaS SSAI91 

y^^s g^Aia 4= aci. 

6131 m/h s^hUMg nsoii in gab ^aussa oi^si^?^ asi 
ysoii asFoi ysi^^afs sgAisim. esis^^s a^Ai i^sife 

0|^SfB4: Si a6hSf&^ 3^g tttilA|?|QA| SSSCH BS^S tf4fA|3lb 3lbS 

oiffl, 2 eh s¥9 ysasia ssa ems ubi oissch aa 2j°sah 

& a Xf 011511b gOloPI OlSHS 4- 91Q. OlttH, fl^U§§ §^a «»0| 55 ~ 75 

g^%oi b^sjoicH, 55 mm oiyoj go, ya^oi ssxi .ssmi ab snsoi as 

4= 75 g^%S s3f§lb 3^, ySf1» ?l^ £5 S 215 SOI 0131*133 

£|<l^oi nmsib ssisoi as 4 aa. 

3I^A|0)ll^«£25b 6f3| ^^U§1 §2!<a §Ei ^?-I^D1. y^H^SJ 

aaejsss ^oib 3ibs ea. ^3i 3^Aioiii^*s2^a s^oi 0.5 
oiyej y^ai as es s as soi chbi^ixi a^aoi ssisa. 
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